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Onspring is used for State of Georgia Organizations (Agencies, Authorities, Departments, etc.) to enter 

certain internal control elements. At this time Onspring contains Risk Assessment ratings and Control 

Activity details, along with Control Environment details. 

 

1. Account Login and/or Creation 

a. Login to Onspring with your assigned Username and Password.  

b. If there are problems or questions with account login, contact compliance@sao.ga.gov.  

 
 

 

2. Onspring: Navigating Tool Bars 

2a. Tool Bar  

  
a. Dashboards Tab ï provides access to the Containers Menu Bar. This tab will be the main tab 

used for viewing, updating and reporting on risk assessment, control activity, and control 

environment information. 

b. Reports Tab (for SAO use only) 

c. Content Tab (for SAO use only) 

d. Help  ï access òOnspring Help Centerò.  

mailto:compliance@sao.ga.gov
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2b. Containers Menu Tool Bar  

 
 

a. Containers  - contains all of the dashboards (ex: Risk Management) in a dropdown menu. 

The dashboards are grouped in to containers for easier access. 

i. Dashboard - a dynamic page with reports and action items on a specific topic (ex: 

Agency Historical mapping, Agency Risk Assesments, etc.). Risk assessment, control 

activity, and control environment information will be viewed, updated and reported 

on via dashboards. 

 

 

2c. Sub-Menu Tool Bar 

 
 

a. For each view or report on a dashboard, click the Report Actions menu icon in the top-right 

corner of the report. The Report Actions menu icon allows for expanding, printing or 

exporting the information being viewed. The export function allows for exporting to excel 

(data that can then be edited) or pdf (as an image). Note: when choosing the export option, 

the report will run and an email will be sent from Onspring, which will contain the export 

result.  
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3. Viewing and Updating Risk Assessment and Control Activity Information  
a. Go to the Dashboards tab,  

b. Select Risk Management container 

c. Select one of the Agency Risk Assessment dashboards 

i. This will open a view containing one of the ñAgency Risk Assessmentò reports: 

1. Agency Risk Assessment ï Recording 

2. Agency Risk Assessment ï Reporting 

3. Agency Risk Assessment ï SEFA 

   

 

 

d. ñAgency Risk Assessmentò reports contain:  

i. Listing of specific risk assessment records to be reviewed and updated (note: each 

record correlates to a row previously contained on the excel RA/CA template) 

ii.  Last User Saved Date ï displays date and time of the last update to the risk 

assessment record. 

(note: records can be sorted differently by clicking on column title)  
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iii.  Edit risk assessment records by clicking on the Quick Edit pencil icon.  

 
 

 

e. Quick Edit window then opens (containing same information as the columns of the previous 

excel RA/CA template):  

 
 

i. Agency ID (SAO Controlled) ï displays Organization number.  

ii.  Agency Name (SAO Controlled) ï displays Organization name. 
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iii.  Reporting Objective (SAO Controlled) ï displays financial reporting objectives1  as 

defined by SAO and cannot be changed. These are the objectives that need to be 

addressed to help ensure an adequate internal control system is in place relating to 

financial reporting. (see Statewide Risk Assessment Guidance Attribute 6.1)  

iv. Risk Statement (Related Risk Question Library Record) (SAO Controlled) ï displays 

risks relating to the financial reporting objectives as defined by SAO and cannot be 

changed. These risks need to be addressed to help ensure an adequate internal control 

system is in place relating to financial reporting. (see Statewide Risk Assessment 

Guidance Attribute 7.1) 

v. Specific Risk Examples (SAO Controlled) ï displays specific risks relating to the financial 

reporting objectives as defined by SAO and cannot be changed. These risks are more 

detailed risks relating to organizations within Georgia, and need to be addressed to 

help ensure an adequate internal control system is in place relating to financial 

reporting. 

vi. Tolerance (SAO Controlled) ï displays tolerance relating to the specific risk examples as 

defined by SAO and cannot be changed. As noted in the Statewide Risk Assessment 

guidance chapter, risk tolerance is the acceptable level of variation in performance 

compared to the achievement of objectives. (see Statewide Risk Assessment 

Guidance Attribute 6.2) 

vii. Inherent Risk (SAO Controlled and User Entry) ï select rating from list that corresponds to the 

inherent risk relating to the specific risk examples. Depending on the specific risk 

examples, certain Inherent Risk values are defined by SAO, but some require 

organizations to select their appropriate rating (note: there are different inherent risk 

rating options listed under each specific risk example). As noted in the Statewide 

Risk Assessment guidance chapter, this factor is considered when identifying the 

risks that impact the organization's achievement of their defined objectives, without 

consideration of current control activities in place. (see Statewide Risk 

Assessment Guidance Attribute 7.1) 

viii.  Inherent Risk Justification (User Entry) ï select inherent risk justification relating to 

the specific risk examples. Depending on the specific risk examples, there are 

different inherent risk justification options listed under each specific risk example. 

Note this justification should support the inherent risk rating and provide justification 

without consideration of current control activities in place.  

 

 

 

 
1 ñFinancial reporting objectivesò as used throughout this document also include compliance objectives relating to 

financial reporting. 
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ix. Likelihood  (User Entry) ï select rating from list (N/A, High, Medium, Low) that 

corresponds to the to the likelihood of occurrence (the level of possibility that the risk 

will occur), without consideration of current control activities in place. The 

likelihood of the risk identified would be in relation to the specific risk examples as it 

pertains to your organization. As noted in the Statewide Risk Assessment guidance 

chapter, this factor is considered when analyzing the level of possibility of the 

identified risks impact on the organization's achievement of their defined objectives. 

(see Statewide Risk Assessment Guidance Attribute 7.2) 

x. Likelihood Justification  (User Entry) ï select likelihood risk justification relating to the 

specific risk examples. Depending on the specific risk examples, there are different 

likelihood risk justification options listed under each specific risk example. Note this 

justification should support the likelihood risk rating and provide justification 

without consideration of current control activities in place.  

 

 
 

 
 

xi. Impact (User Entry) ï select rating from list (N/A, High, Medium, Low) that 

corresponds to the impact of occurrence (the level of possibility that the risk will 

occur), without consideration of current control activities in place. The impact of 

the risk identified would be in relation to the specific risk examples as it pertains to 

your organization. As noted in the Statewide Risk Assessment guidance chapter, this 

factor is considered when analyzing the magnitude of scale of the deficiency that 

could result from the risk. (see Statewide Risk Assessment Guidance Attribute 7.2) 

xii. Impact Justification  (User Entry) ï select impact risk justification relating to the 

specific risk examples. Depending on the specific risk examples, there are different 

impact risk justification options listed under each specific risk example. Note this 

justification should support the impact risk rating and provide justification without 

consideration of current control activities in place. 
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xiii.  Response (User Entry) ï select rating from list (Acceptance, Avoidance, Reduction, 

N/A) that corresponds to the response to the risks identified for the specific risk 

examples. As noted in the Statewide Risk Assessment guidance chapter, this factor is 

considered when determining the appropriate response to mitigate or reduce the 

analyzed risk. Therefore, the risk response identified would be in relation to the 

specific risk examples as it pertains to your organization. (see Statewide Risk 

Assessment Guidance Attribute 7.3)  

 

 
 

xiv. Control Activity Library  (User Entry) ï select each control activity listed in the library, 

to answer if this control activity is actually utilized in your organization. (see 

Statewide Control Activities Guidance Attribute 10.1, 10.2, 10.3, 10.4, 11.2, and 

12.1) 

1. Only Control Activities associated with this specific risk examples will be 

listed. (note: there are different control activities listed under each specific 

risk example, because each specific risk example has distinct control 

activities that should be in place for an effective internal control system.) 

2. In order to update the ñControl Utilizedò column, you must select the 

respective Quick Edit pencil icon. This column must be updated to indicate if 

the organization has the respective control activity currently in place. (note: 

Control ID can only be edited via the Quick Edit pencil icon and must be 

done one at a time.) 

3. Do not select the x that may appear on the right column.  
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4. (User Entry) In the Quick Edit window, the details of the respective control 

activity will display along with an area to update whether or not the control is 

actually utilized in your organization.  Select the rating (Yes, No, N/A2) for 

ñControl Utilized?ò, and then:  

a. Select ñSaveò to return to the listing of control activities. OR 

b. Select ñSave and Nextò to update the next control activity in the 

library.  OR 

c. Select ñCancelò to not save any updates made. 

 
 

xv. Control Activity Details (User Entry) ï update the control activity details relating to 

your organization for the specific risk example. Note these details should support the 

control activities identified as being utilized by the organization. (see Statewide 

Control Activities Guidance Attribute 10.1, 10.2, 10.3, 10.4, 11.2, and 12.1)  

 

  

 
2 N/A should have limited usage and is intended for instances where a control truly is not applicable, such as a 

SEFA federal control activity for organizations that do not receive any federal money. 
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xvi. Residual Risk (User Entry) - Select rating from list (N/A, High, Medium, Low) that 

corresponds to the level of residual risk (the risk remaining after management's 

response). As noted in the Statewide Risk Assessment guidance chapter, this factor is 

considered when identifying the risks remaining that impact the organization's 

achievement of their defined objectives. Therefore, the residual risk identified would 

be in relation to the specific risk examples after consideration of control activities. 

(see Statewide Risk Assessment Guidance Attribute 7.1) 

xvii. Residual Risk Justification (User Entry) ï enter residual risk justification relating to the 

specific risk examples. Note this justification should support the residual risk rating 

and provide justification after consideration of current control activities in place. 

 

 

 
 

 
f. (User Entry) Once the specific risk example risks and control activities have been reviewed and 

updated, click ñSaveò to save and close the question, or click ñSave and Nextò to move on to 

the next specific risk example in the Risk Assessment. Or click ñCancelò to not save any 

updates. 

 
g. Repeat all of the above steps for each assigned specific risk examples.  

 

 

4. (User Entry) Required CFO verification of Risk Assessment and Control Activity 

Information  
a. Go to the Dashboards tab,  

b. Select Risk Management container 

c. Select Agency Risk Assessment ï CFO Certification dashboard 

i. This will open a view containing ñAgency Risk Assessment - CFO Certificationò 

report. 

d. The CFO will need to complete a one-question Certification after all specific risk examples 

have been reviewed and updated. (note: this Certification will be completed annually to 

certify that all Risk Assessment questions were completed to the best of your 
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Agency/Organizationôs ability and that the information provided is accurate to your 

knowledge.)  

e. Click the Quick Edit pencil icon to the left of ñAgency IDò, and the Quick Edit window will 

open.  

 

 
 

  

 

f. In the Quick Edit window, validate that the ñAssessing Organization/Agencyò field is 

displaying the name of your Organization/Agency. If it is correct and you are ready to Certify 

the information, click the checkbox in the ñCertificationò field stating ñI certify that this 

information is accurateò.  

 
 

g. Click Save and the record will close. The CFO validation is now complete.  
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5. Viewing Reports of Risk Assessment Information  

(Caution: answers provided in Step 3 above will change if answers in the reports are edited) 

a. Go to the Dashboards tab,  

b. Select Reporting ï Risk Assessment container 

c. Select Agency Risk Reporting (heat map and bar graph) dashboard 

i. This will open a view containing various reports.  

 

 

 
 

 

d. Heat Map ï Agency View with supporting details 

i. Click in the colored area of the heat map to ñdrill downò in to details of the report. 

Clicking on a box, will change the detailed records shown below the heat map to 

correspond to only that box selected. 

ii.  Click on the column title to sort the records in a different order.  
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e. Residual Risk ï Agency View with supporting details 

i. Click on a bar within the graph to ñdrill downò in to details of the report. Clicking on 

a bar, will change the detailed records shown below the graph to correspond to only 

that box selected. 

ii.  Click on the column title to sort the records in a different order.  

 
 

 

6. Report of Risk Assessment Answers 

(Caution: answers provided in Step 3 above will change if answers in the reports are edited) 

(Note: this report will be very hard to view on the screen, and is available mainly for exporting data) 

 

a. Go to the Dashboards tab,  

b. Select Reporting ï Risk Assessment container 

c. Select one of the For Export dashboards 

i. This will open a view containing one of the ñExport Agency Risk Assessmentò 

reports: 

1. Agency Risk Assessment ï Recording (for export) 

2. Agency Risk Assessment ï Reporting (for export) 

3. Agency Risk Assessment ï SEFA (for export) 

4. Agency RA and CA ï Combined (for export) 

d. ñExport Agency Risk Assessmentò reports contain:  

i. Listing of risk ratings and justifications associated with each specific risk example. 

(note: each specific risk example correlates to a row previously contained on the 

excel RA/CA template) 

1. See steps 3(e)(i) through 3(e)(xiii), step 3(e)(xv) through 3(e)(xvii) above for 

additional information.  

ii.  Click on the column title to sort the records in a different order.  

iii.  See step 2c(a) for export instructions. 
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e. New added May 2021* ñExport Agency RA and CA Combinedò report contain:  

i. Listing of answers for risk ratings and justifications associated with each specific risk 

example for all steps and related control activities answers.  

1. Note: as there are multiple control activities for each specific risk example, 

the rows on this report for risk assessment answers are now repeated.  

ii.  Click on the column title to sort the records in a different order. 

iii.  Click on the little arrow symbol left from the ñpencilò to expand the view and see 

control activities associated with the step. 

 

 
  
















